CREATING THE DEFCON 
CHINA LO BADGE 


joe Grand aka kingpin 


DEFC&N 


goals 


* bring community together through interactivity 

* create game to encompass the defcon 
experience 

* simple design that could be expanded during/ 
after defcon 

٠ interactive, command-based menu for additional 
exploration 


garneolay 


* complete tasks, get rewarded 

* 4 roots and 4 branches, each with 4 leds 

٠ when task is complete, badge inserted into 
programmer to unlock LED 

e when each root is complete, magic happens 

«when all roots are complete, more magic 
happens 


early corceots 


Board shape can be whatever you want 

LEDs placed on flowers 
and stems to be 
illuminated as attendee 
Flex circuit completes tasks/villages 
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Roots of 7^ KR 


flower/tree Connections to “plant” 


block diagram 


Host PC 
USB Micro-B 
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Serial-to-USB 


Accelerometer‏ هف هم 
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ATmega328P 
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FLEXIBLE PRINTED 
CIRCUIT (FPC) 


RECOMMENDED CABLE (FPC) NO. OF CONDUCTORS 
n: . 


1x(n+1) 20.1 


一 - 一 | 


120.15 1x(n- 1) +0.05 140.15 
0.33±0.05 1 


(NOTE3) سا‎ 12008 
0.45 MAX. | / 
FÅ 


4.5 MIN 


White Stackup 
Finished FPC:0. 23+/-0. 03MM 
Finished stiffener:0. 33+/-0. O5MM 


FREE 


INSERTION INSPECTION MARK 


PT. NO. | DISCRIPTION MATERIAL THICKNESS (um) 2 
1 BASE FILM POLYIMIDE OR POLYESTER OR EQUIVALENT 25 Das e copper. 18 um 
2 CONDUCTOR COPPER FOIL(PLATING : SOLDER ium MIN.) 35 E i n i S he d copper: 3 5 um +/-5 U M 
3 OVERLAY POLYIMIDE OR POLYESTER OR EQUIVALENT = ae 
4 SUPPORTING TAPE | POLYESTER OR POLYIMIDE OR EQUIVALENT 188 P 1 n 1 S he d ho 1 6 C opp er B 1 6—2 0 U m 
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Schematic 
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Flex Cable Serial Interface 
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HEL ME Gans 


USB 
INTERFACE 


FTDI - FT Prog - Device: D: Ox لمتكا‎ 
«¿e EEPROM FLASH ROM 
FILE DEVICES HELP 
Daim pm 9 
Device Tree Property Value 
To Host :3 Template: DEFCON China Badge + Chip Type: "FT X Series" 
USB Micro B => FT EEPROM Vendor ID: 0x0403 
=> Chip Details Product ID: 0x6015 
ال پوچ‎ sva USB . => USB Device Descriptor Product Desc "DEF CON China 1.0 
TE 21731972 PRÉ 100ኣፍ[። <> USB Config Descript 
' VISE USB / battery تم‎ H رموس يه‎ Serial Number: DC308P7V 
2 DN , = 由 中 USB Sling ገ መ Manufacturer Desc: "Grand Idea Studio" 
3 DE vor ፣ 由 中 Hardware نوين‎ Location ID: 0x121 
ما‎ E Device: 0 [Loc ID:0x121] EEPROM Type: በጅ wie 
$ VY SW VEATT TEE E 
=> Chip Details 
| "=P Type 
ics = Ej» USB Device Descriptor 
TXBXLEDS ول‎ "T | pU» VID PID Property 
4 ነ d i perty 
۶ i 
USB activity indicator De Más IMLS E eb venitur FT EEPROM 
< USB A | - = idProduct 
A | i => bcdUSB Structural representation of the contents of the EEPROM of an 
جع‎ USB Config Descriptor —|IFTDI device 
RIS 1= USB String Descriptors 
1 10% م‎ ጭቅ Hardware Specific 
syn Sw ؟‎ USA => USB Suspend 5 
vig . = RS485 Echo Suppress = 
— - + + = n -— u . 
Q ای‎ i ks Device Output 
IKLML 6322 0. ፲፪ y vk Device: 0 E 
emm Word MSB 1 
RID 1 0000: 0083 0403 6015 1000 78280 0008 0000 2420 
0008: 2464 12588 0000 0000 0000 0404 OEO3 0000 
0010: 0000 0000 0000 0000 0000 0000 0000 0000 
0018: 0000 0000 0000 0000 0000 0000 0000 0000 
0020: 0000 0000 0000 0000 0000 0000 0000 0000 
0028: 0000 0000 0000 0000 0000 0000 0000 0000 
0030: 0000 0000 0000 0000 0000 0000 0000 0000 Så 


Ready 


led matrix 


accelerometer 


٠ ST microelectronics LIS3DH 
e 3-axis digital output (i2c/SPI) 
e +/- 2, 4, 8, 16g range 
٠ interrupt on motion or free 
fall 
* used to preserve battery life 
٠ Sleep mode @ 10 seconds 
of inactivity 
٠ Raw values available through 
interactive mode 
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fem] Quantity IR Manufacturer [Man Part 8 TDisiribuior [is Paid [Beseript 
81 ----87 BUSS GTR [NA NA Estes R2037 SMD 
Pans — — — JER lawe —PER — — — Ein Coin Cell لا می‎ 7 


R. 0603 
CLIOBTOSKBeNCNC Joker — [1276-39212ND Tes 00107 SOV 10%, X7R, 0603 
|06035A470JAT2A — |Oig-Key — |478-1171-2-ND Capa ctor, 47F, SOV, Ceramic, 5%, COGINPO, 0603 
[[491A106MO16AT — |Dig-Key — |399-3687.:2 ND | Capacitor, 10uF 16V, Tantalum, 20%, Sze A — — | 
[TMK21287225KG-TR — [Digi-Key _ |587-290901-2-ND Capacitor, 22uF 25V, Ceramic, 10%, XTR. 0805 | 
٢٢ سب‎ A سس‎ HE Vals, sed 200 53096) Reverse Mount, PIE? | 
NA [NA LED, Orange, 350mod, 2.1Vf, 605mm, Reverse Mount, PLCC2 | 


— III LED Green ass 2 E Reverse Mount, PLCC-2 
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Firmware 


٠ ARDUINO 
٠ open source platform based on easy-to-use 
hw/sw/F VV 
٠ Third-party libraries to add functionality 
٠ 90% of FLash (27.6kB), 43% of RAM (887 
bytes) 
e loop 
٠ set power state (battery, usb, usb charger) 
٠ check for/process interactive mode 
٠ check for/process fpc communication 
* update leds 


LIBRARIES 


https://github.com/rocketscream/Low-Power 
https://github.com/adafruit/Adafruit LIS3DH 


https://github.com/adafruit/Adafruit Sensor 


LIBRARIES 


https://github.com/marcmerlin/LED-Matrix 


https://github.com/adafruit/Adafruit-GF X-Library 


www.codeproject.com/Articles//32646/Fast-digital-l-O- 
for-Arduino 
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ASSEMBLY 


programming / testing 


come to the DEF CON China 1.0 Badge Programming Station 


Board to USB... 


numbers 


٠ Human (Attendee), black silkscreen: 2,784 
٠ Goon, red: 156 

٠ Speaker, blue: 50 
٠ Village, blue: 90 

٠ Sponsor, grey: 12( 
* Press, green: 100 
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demonstration 
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resources 


www.grandideastudio.com/portfolio/defcon- 
china-2019-badge 


QUESTIONS? 


snjoy ins corfersrice: 


@JOEGRAND | 
www.grandideastudio.com 


